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1. ABSTRACT: 

Heath care data breaches are widely absorbed and can be caused due to physical theft of data-

carrying device, old and unpatched security vulnerabilities, human error, malware, insider 

misuse and other intentional or accidental incidents. The Personal Health Information (PHI) 

has the more value in black market than the credit card credentials because the PHI which 

includes heath history, ailments, illness, surgeries and other personal data cannot be altered 

unlike credit card and social security numbers. This paper has a view on data theft in health 

care and related issues. The illegal info attained by unauthorized access is used for the 

purchase of costly medical services. One of the India’s reputed clinical laboratory (Quest) 

reported an unauthorized user access was made and info including social security number and 

financial data of nearly 12 million patients were accessed. Any trusted personnel in a hospital 

including nurse, techs, admins have free reign to access information. It is just like if anyone 

can Google your complete medical history. This paper also touches about the Digital 

Information Security in Healthcare Act (2018) which was the foremost step taken by the 

government for healthcare data security. The Personal Data Protection Bill, 2018 is also 

broadly explicated in this paper. The PDP bill was first drafted in 2010 and delayed nine 

years because of the   multiple versions and drafts of the bill being proposed. The paper also 

mentions certain scams of the latest draft. The latest has been sent to vetting after some 

changes made by the Ministry of Electronics and information technology (MEITY). This 

paper also assures certain guidelines for preventing healthcare data breach. 
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2. INTRODUCTION: 

                               A data breach is generally some unauthorised or illegal access over any 

confidential, protected or sensitive data. Breaches usually include intellectual property, trade 

confidences, Personal health Information (PHI), and Personally identifiable information (PII). 

Common incident of data breaches includes information such as credit card credentials, social 

security numbers, corporate information, customer list, software source code, healthcare 

histories, etc.1  It doesn’t mean that all data breaches are dramatic. In case a patient’s 

healthcare information is screened by an unauthorized employee also constitutes a data 

breach. That information may be reached out by criminals and they may be directly used for 

gaining entry to records and sensitive systems. There are cases where government agencies 

and enterprises have become guilt for unveiling the confidential data to interlopers. Out of 

these various manners of data breaches an important and unfortunately more prominent type 

of breach happens in the field of medicine. The number of hospitals being made victim to 

these incidents have been raising anonymously. Sensitive data about the patients are being 

misappropriated and sold in the black market for monetary values. In healthcare sensitive 

information includes PHI, payer and payment records, employee data, and medical 

equipment.  The paper here is to convey the coercions of disclosed information and some 

suggestions to knock down data theft in health care.  

 

3. HEATHCARE DATA BREACH CAUSES: 

                          The factors that cause data breaches in health care are relatively different 

from that happening in another industrial sector.  The 2018 Protected Heath Information Data 

Breach Report proposed that healthcare is sole from other breaches as in case for healthcare 

the breach incidents are caused by internal actors reasonably in higher degree than external 

ones.  Here are some major causes for healthcare data breaches 

                                                             
1Andrew Steger, Health tech (2017),https://healthtechmagazine.net/article/2019/10/what-happens-stolen-
healthcare-data-perfcon 
 

https://healthtechmagazine.net/article/2019/10/what-happens-stolen-healthcare-data-perfcon
https://healthtechmagazine.net/article/2019/10/what-happens-stolen-healthcare-data-perfcon
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Misuse: Moreover, one third of healthcare security breaches included an individual misusing 

his position of access to internal resources. There is an example of “privilege abuse” where a 

technician may have access to your database for the purpose of any data entry and later on, he 

may misuse the information. Statistics reveals that moreover 82.9% of breach incidents are 

related to people misappropriating their position2. 

Humanerror: Certain breaches in healthcare are not actually intentional but are 

consequences of human mistakes or errors. The most common type of errors is 

misconfiguration, mis delivery (delivering the medical information to the wrong individual), 

gaffe, omission, programing error, data entry error, publishing error, disposal error (medical 

documents discarded deprived of shredding), loss (misplacing a file containing insecure data) 

and so on.  

Physical theft: Ninety five percent of security incidents reported occurred due to physical 

cause. Documents and laptops amount for at least 75% of all data theft incident in healthcare. 

So, when a laptop with PHI is stolen from a hospital, it is not a data breach unless the data is 

encrypted.  

Hacking: This happens when a person intentionally gets unauthorized access to information. 

Hackers may find it easy to steal credentials than cracking a system manually. To be frank, it 

is easy for a thief to open a safe with a key than to break the locker and the same relies with 

the credentials so the hackers target them so often. 

4. CONSEQUENCES: 

Medical data breach is much difficult and in fact expensive to identify and hence it is 

emerging in size and becoming more dangerous of the other areas of data breach. Another 

considerable fact is that more than 50% of the victims in these cases did not discovered 

themselves being victimized for data breach even after a certain period of the incident, 

moreover there still exist another set of individuals who are still not cognisant of their 

personal data being breached. The incident of data breach is sorted out by certain clients 

when they received letters for expenses made in their name by the thieves from the creditors. 

Hence the consequences of medical data theft have become even more expensive, stressful 

and severe to resolve. Certain clients have noted out-of-pocket payments to health plans and 

                                                             
2Calyptix security, (2018),https://www.calyptix.com/hipaa/top-5-causes-of-data-breaches-in-healthcare/ 

https://www.calyptix.com/hipaa/top-5-causes-of-data-breaches-in-healthcare/
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some others experiencing a rise in their health insurance premiums. Some reports say that the 

victims are also subjected to mental agony and pressure. The breaches also affect the business 

environment both financially and extorts their consumer relationship. The executives in 

organisations make decisions in budget-line that may swing the risk onto the patients and the 

consequences of such verdict make the patients to bear the brunt from health care data 

breaches and drastically for some like children this can obstruct their financial balance and 

may border their life which they could desire of leading. The National Institution of 

Standards and Technology (NIST) made a draft in order to prevent the data which is not 

properly backed up in a secured place as a result of poor healthcare cyber security system. 

The NIST demanded that the report has to be considered as an introduction to apt cyber 

hygiene.  

Data breaches in Indian organisations about Rs.12.8 crore between July 2018 and April 2019 

on an average. The per capita cost per lost stolen record was at Rs.5019 compared to   USD 

150 per record which includes the cost factors such as employee productivity, brand equity 

loss, customer turnover and so on3.  The report was conducted by the Ponemon Institute and 

sponsored by IBM security and the institute interviewed over 500 organisations that have 

reported breach between July2018 and April 2019. The IBM Indian/South Asia Security 

Software leader Vaidhyanathan Iyer says that when it comes to cyber security, the 

organisations have to invest on three core areas –cognitive threat management, risk 

assessment based on business objectives and ensuring digital trust. The report added that 

the mean time to identify data breach has increased to 221 days from 188 days, while the 

mean time to contain such breaches has decreased to 77 days from 78 days. Unintentional 

data breaches from system and human errors are accounting to more than half of the health 

care breaches and they are making the companies cost of USD 3.24 million and USD 3.5 

million respectively. The report instituted that the effects of healthcare data breach are felt 

even for years that average 67% of breach costs were apprehended in the first year after the 

breach and 22% of them were realised in the second year and an 11% of them were accrued 

after two years of such data breach. The cybercrime fetches a huge money to the criminals 

and awkwardly the same is being loosed by the organisations. 

5. DISHA: 

                                                             
3Health Informatics, ,https://healthinformatics.uic.edu/blog/why-data-security-is-the-biggest-concern-of-
health-care/ 

https://healthinformatics.uic.edu/blog/why-data-security-is-the-biggest-concern-of-health-care/
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             The Digital Information Security Act is the first step put forward by the Indian 

government in the healthcare security breaches of patients. Of course, data is to be scattered 

in a country with a population more than one billion and even more when it comes to health 

care data. The aims of DISHA are to make a positive response on the first draft and to be 

addressed before the finalised legislation. DISHA in Hindi means direction and the word 

serves its purpose of showing the direction and setting the vital data of patients on the right 

track. DISHA has three prime objectives – framing a digital authority in both central and state 

level, privacy measures for digital health data care and modifying the storage and exchange 

of electronic health data. The work done to sensitive personal data or information (SPDI) in 

electronic form is a subject to the IT rules 2011. The rules deliberate a set of particular 

information to be SPDI. Those include physical, physiological and mental health conditions, 

sexual orientations and medical histories and records. Any corporate entity that transacts with 

SPDI of an individual is to obey the Data Protection Rules. The guidelines were essentially 

limited for the gaining consent prior to the collection or transfer of SPDI. So, in a time where 

there is no data protection at all, the need for a highly sensitive health information system 

was felt even more in course of time. A major issue was the absence of interoperability of 

records between hospitals and diagnostic centres and in some cases between two departments 

of the same institution4. The government did various steps in adopting a uniform health care 

information system and turned out with a swotted electronic health records standard of India 

in the last attempt which began in 2016. Unfortunately, these efforts did not give the expected 

outcome. DISHA was drafted to focus on a piece of legislation to be more enactive and more 

precise about the personal information. Under DISHA, there will be setting up of National 

Electronic Health Authority (NEHA) for operational guidelines and protocols for the 

generation in the national level and at the state level, the State Electronic Health Authority 

(SEHA) for ensuring whether the institutional level or the ground level is able to satisfy the 

requirements of DISHA. DISHA also proposed the establishment of health information 

exchanges which could be a great source of access and interoperability. It also forms 

authorities at central and state level to make certain investigations related to SEHA, NEHA 

and health information exchanges. The Supreme Court in the case of Justice K.S Puttaswamy 

(Retd) v. Union of India held that the right to privacy is always an innate part of life and 

                                                             
4Milind Antani, Darren Punnen & Anay Shukia, Nisith Desai Associates 
(2018),http://www.mondaq.com/india/healthcare/723960/disha-the-first-step-towards-securing-patient-
health-data-in-india 

http://www.mondaq.com/india/healthcare/723960/disha-the-first-step-towards-securing-patient-health-data-in-india
http://www.mondaq.com/india/healthcare/723960/disha-the-first-step-towards-securing-patient-health-data-in-india
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personal liberty, DISHA specifically takes this matter into consideration. The digital health 

data ownership is clearly sorted out by the draft of DISHA and the medium of storage and 

transmission of the health data is owned by the health information exchange or the clinical 

establishment. DISHA also defines that the patients should have their full rights to know that 

where their personal data are stored and how far the multiple levels of security measures 

operate. Despite all those issues, DISHA is a proof that India is moving in the right path in 

the matter of health data security. 

 

6. THE PERSNAL DATA PROTECTION BILL 2018: 

                                              The expert committee on July 27, 2018 published a report with a 

draft Personal Data Protection Bill 2018. The bill provided a data protection legislation with 

the starter of certain concepts like limitation, collection limitation, privacy by design, data 

storage limitation, security safeguards, transparency, centralized Data Protection Authority of 

India, etc5. The state and the individuals have been stayed outside the scope of the IT act 

because the section 43A of the act tells about the sensitive data available to the individual 

only when the corporate or the institution is negligent about the sensitive data and the bill has 

expanded the scope of security and fetched the individuals and state under the jurisdiction of 

such sensitive data protection. Under the bill there is a ground for explicit consent for dealing 

with the sensitive data, it allows the processing of passwords, financial data, health data, 

official identifiers, genetic data and biometric data without consent and in case of any public 

breakdown or emergency. The bill has also considered the need of personal data protection to 

children and minors below 18 years of age and made provisions regarding the issue. 

However, the bill ascribes certain mechanisms concerning age verification and parental 

consent, it had not defined any concerning what type of mechanism or procedure to be 

followed. The most debated issue regarding this bill is the data localisation requirements. The 

bill also ascribes certain penalties for the breach of the provisions which may be up to 15 

crores or 4% of the entity’s turnover which committed the breach but there are some practical 

issues in calculating the penalty charges for such breaches in provisions. Hence the data 

                                                             
5Supratim Chakraborty & Aritri Roy Choudry, BW Business World (2019),http://businessworld.in/article/The-
Personal-Data-Protection-Bill-2018-An-Answer-To-India-s-Data-Protection-Issues-/01-01-2019-165633 

http://businessworld.in/article/The-Personal-Data-Protection-Bill-2018-An-Answer-To-India-s-Data-Protection-Issues-/01-01-2019-165633
http://businessworld.in/article/The-Personal-Data-Protection-Bill-2018-An-Answer-To-India-s-Data-Protection-Issues-/01-01-2019-165633


 
Issue 6, September, 2020 

 

7 | P a g e  
 

security protection bill has received positive side of most sectors and of course certain storms 

but to view as a whole the bill is a big forward step towards data security in India6. 

 

7.CASE LAWS: 

i. CMS Data breach: 

In 2013, around 75000 estimated individual data were accessed by breach of 

Healthcare. govt reported by CMS (Centre for Medical and Medical 

Services). It was reported that anomalous activity in the enrolment pathway 

for the agents and the brokers. CMS declared that they were working on the 

issue and the enrolment pathways will be restored within 7 days. The issue 

became on of the notable severe caused data breaches7. 

ii. Fire eye Threat Intelligence Report: 

                      The fire eye Intelligence agency submitted a report on IANS, declaring that 

a username frankly known as ‘fallensky519’ accessed over 6800000 Indian-based health-

care which contained patient information, PII, doctor information and credentials. It was 

also reported that the access was gained by Chinese hackers which may be either with the 

intend to access the cancer fend research or to sell the information in the domestic 

pharmaceutical firm©8. 

iii. Personal Information theft by unauthorised hackers: 

            The Justdial app suffered a data breach scandal when Rajashekar Rajaharia, an 

independent internet security researcher alerted them for the data leak of their 

customers personal information. The leak not only affected the customers and workers 

but also the people who have been calling the company between 2005-2019. The 

                                                             
6Bhumika Khatri, Inc4 (2018),https://inc42.com/features/the-personal-data-protection-bill-2018-does-
everything-but-protect-personal-data/ 
7Susan Morse, Healthcare Finance(2018),https://www.healthcarefinancenews.com/news/cms-responds-data-
breach-affecting-75000-federal-aca-portal 
8Indo-Asian News Service, India Today(2019), https://www.indiatoday.in/crime/story/hackers-attack-indian-
healthcare-website-steal-68-lakh-records-1590345-2019-08-22 

https://inc42.com/features/the-personal-data-protection-bill-2018-does-everything-but-protect-personal-data/
https://inc42.com/features/the-personal-data-protection-bill-2018-does-everything-but-protect-personal-data/
https://www.healthcarefinancenews.com/news/cms-responds-data-breach-affecting-75000-federal-aca-portal
https://www.healthcarefinancenews.com/news/cms-responds-data-breach-affecting-75000-federal-aca-portal
https://www.indiatoday.in/crime/story/hackers-attack-indian-healthcare-website-steal-68-lakh-records-1590345-2019-08-22
https://www.indiatoday.in/crime/story/hackers-attack-indian-healthcare-website-steal-68-lakh-records-1590345-2019-08-22


 
Issue 6, September, 2020 

 

8 | P a g e  
 

company later clarified that the app has been updated and fixed as the older version of 

the app was open to certain vulnerabilities9 

 

 

8.SUGGESTION: 

                         In a vast country like India a far concern must be given to data protective 

legislation and besides healthcare data security is an area where major data breaches take 

place and here are some counsels to avoid data breaches and protect our personal information 

  The employees can be provided with education and re-education regarding the 

HIPAA privacy and security rules. 

 The files and data comprising the secured personal information can be monitored 

recurrently to avoid the data breaches 

 There may be certain service associated agreements in an institution and they may be 

examined for proper security risk deviance 

 A perfect legal system can be maintained in order to face any lawsuits from patients 

regarding data breaches. 

 DISHA can confront a detailed layout of the multiple security layers of informational 

passage and a sustainable level of interoperability among the hospitals and the 

diagnostic centres can be upheld.  

 The data localisation sector of the Data Protection Bill has been attempted to form in 

a much shorter period as the bill requires the data to be stored in at least on serving 

copy and the number of personal servers can be increased. 

The DISHA and the PDP bill both has to concentrate some more about the consent 

obtaining affairs regarding data access. 

 

 

9.CONCLUSION: 

                                                             
9Prabhote Gill, Business Insider(2019), https://www.businessinsider.in/tech/news/biggest-data-breaches-of-
2019-to-affect-india/articleshow/72465865.cms 

https://www.businessinsider.in/tech/news/biggest-data-breaches-of-2019-to-affect-india/articleshow/72465865.cms
https://www.businessinsider.in/tech/news/biggest-data-breaches-of-2019-to-affect-india/articleshow/72465865.cms
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                        The data breaches happening in healthcare are becoming costlier due to the 

recovery activities and the potential loss of patients. The   organisations risk management 

plan would comprehensively consider the cost are important and they must be 

implementing strong risk management strategies to avoid operation and reputational 

imbalances. Hence, adequate preventive measures and security practices can make the 

data breach incidents reduce to an extend and also by solid legislations.  
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